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Item

Description

Overview

Generative Artificial Intelligence (GAl) tools and sites have the
potential to significantly enhance and potentially revolutionise
the way in which we learn, teach, conduct research, and carry
out professional duties.

The use of GAIl within these contexts must be governed by
considerations for ethics, privacy, and legislation.

Purpose

The policy discharges UHI’s moral and legal duty to ensure
that it complies with relevant legislation and maintains its
general duty of care to its students.

Scope

All UHI Inverness staff and students

Any use of GAI for non-learning and teaching professional
services staff will be regulated in a separate policy in due
course. In the interim, professional services staff should
adhere to the terms of this policy,

Consultation

UHI Inverness PPRP
EMT

LTR

Board of Management

Implementation
and monitoring

The University and academic partners are individually
responsible for ensuring that the policy and procedures are
followed in their own institution.

Risk implications

This policy will reduce risks associated with the use of
Generative Atrtificial Intelligence tools and sites.

Failure to adhere to the policy:

1. Legislative: risk of the university not meeting the
requirements of relevant data protection and
Copyright laws.

2. Reputational: risk of damage to the
reputation of the University.

3. May disadvantage students.

Link with strategy

Learning and Teaching Enhancement Strategy (LTES)

Equality Impact
Assessment

27/03/2024

Privacy Impact
assessment

DPIA screening: 20/03/2024, no DPIA required.
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1. Policy statement

The UHI Inverness is committed to embracing new technologies that can enhance
the quality of education and the overall student experience. Generative Artificial
Intelligence (GAI) has the potential to revolutionise the way in which we learn, teach,
conduct research, and carry out professional duties. The use of GAIl within these
contexts must be governed by considerations for ethics and privacy. GAl is subject to
bias and discrimination, and there are serious concerns about the potential for
unauthorised access to sensitive data. As such, it is essential that use of GAl is
implemented in a responsible and ethical manner, guided by the principles of
transparency, accountability, sustainability, and privacy.

Only UHI approved GAl tools may be used. The policy of non-proliferation of
technologies applies to GAl tools.

2. Definitions

Algorithm: in computing, this is a set of instructions enabling machines to carry out
tasks.

Artificial Intelligence (Al): a broad field of computer science that focuses on
developing machines and computer systems capable of performing tasks that would
typically require human intelligence.

Chatbots: can handle routine administrative tasks such as answering student
inquiries, providing course information, and assisting with enrolment procedures.
They can be available 24/7, reducing the burden on administrative staff and
improving the overall student experience.

Generative Artificial Intelligence (GAIl): a category of Al that includes chatbots and
Large Language Models (LLMs) that generate content (text, images, audio, movies,
music, computer code etc.,) by responding to questions and/or instructions (called
prompts) from users.

Large Language Models (LLMs): An Artificial Intelligence algorithm that is trained
on large amounts of date, enabling it to generate what appears to be coherent
content, despite having no understanding of the content it is generating.

Prompts: instructions or questions input into GAl tools to obtain generated content,
e.g. text, images, audio, movies, music, computer code etc.


https://myuhi.sharepoint.com/:x:/r/sites/uni-lta-12/_layouts/15/Doc.aspx?sourcedoc=%7B6DCDC41C-1EBD-4B65-B367-ED2DFD57EC71%7D&file=UHI%20approved%20GAI%20tools.xlsx&action=default&mobileredirect=true
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3. Purpose

This policy governs the use of Generative Artificial Intelligence (GAl) tools and sites for
all UHI Inverness staff and students. Any use of GAI for non-learning and teaching
professional services staff will be regulated in a separate policy. In the interim,
professional services staff should adhere to the terms of this policy.

This policy is guided by UHI Principles on the use of Generative Al tools.

4. Scope

This policy applies to UHI Inverness staff and students.

5. Exceptions

None.

6. Notification
The policy will be published on UHI's website and SharePoint Policies area.

UHI Inverness staff will be made aware of the policy, principles and associated
guidance through team meetings and information being cascaded from senior
management teams.

Students will be made aware of the policy at induction, in unit, module and programme
related information, (including programme handbooks) as appropriate, and (where
appropriate) the VLE.

7. Roles and responsibilities

QAEC is responsible for approving the policy and ensuring its legal compliance. PPRP
is responsible for approval at UHI Inverness.

The Tertiary Education Leadership Team are responsible for overseeing operational
compliance with the policy, and cascading information to appropriate teams.

Line managers are responsible for supporting relevant staff to follow the policy in their
day-to- day role.


https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/uhi-principles-on-the-use-of-generative-ai-tools.pdf
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Relevant staff are responsible for following the policy in their day-to-day role and
highlighting any operational challenges that arise.

8. Legislative framework

Copyright, Designs and Patents Act 1988.

Data Protection Act 2018.

Freedom of Information (Scotland) Act 2002.

Section 61 Code of Practice 61 on Records Management.
The Strategic Framework for a Cyber Resilient Scotland.

9. Related Policies, Procedures, Guidelines and Other Resources
Academic Standards and Quality Regulations.

Acceptable Use Policy.

Copyright Policy.

Data Protection Policy.

Freedom of Information and Environmental Information Regulations Policy.
Learning and Teaching Enhancement Strategy.

Research Policy and Ethics.

Student Conduct Policy.

UHI Intellectual Property Policy.

UHI Partnership Bring Your Own Device Policy.

UHI Partnership Information Security Policy.

UHI Partnership Retention and Disposal Policy (staff access).
University Records Management Policy (staff access).

UHI Principles on the use of Generative Al tools.

Staff quidance on the use of Generative Al.

Student guidance on the use of Generative Al.

10. Procedures

This policy is to be read and applied in conjunction with UHI's Generative Al guidance
for LTR staff, Student quidance on the use of Generative Al and UHI’s Principles on
the use of Generative Al tools. All use of GAI tools must comply with UHI's
Acceptable Use Policy. UHI Inverness staff and students conducting research must
comply with UHI's Research Policy and Ethics.

GAlI tools may not be used to generate harmful content or messages with the intent to
harm others, spread false information, or engage in unethical activities. Use must be
informed by professional ethical standards.

Use of GAI: This policy’s purpose is to address the use of researchers, learning and


https://www.legislation.gov.uk/ukpga/1988/48/contents
https://www.legislation.gov.uk/ukpga/2018/12/contents
https://www.legislation.gov.uk/asp/2002/13/contents
https://www.gov.scot/publications/code-of-practice-on-records-management/
https://www.gov.scot/publications/strategic-framework-cyber-resilient-scotland/
https://www.uhi.ac.uk/en/about-uhi/governance/policies-and-regulations/regulations/
https://www.uhi.ac.uk/en/lis/ict-policies/
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/copyright-policy.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/Data-Protection-Policy.pdf
https://myuhi.sharepoint.com/sites/uni-cgo/Policies/Freedom%20of%20Information%20and%20Environmental%20Information%20Regulations%20Policy.pdf?CT=1709542990345&OR=ItemsView
https://www.uhi.ac.uk/en/learning-and-teaching-academy/innovation/ltes/
https://www.uhi.ac.uk/en/research-enterprise/res-policies/
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/Student-Conduct-Policy.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/research/resource/docs/UHI-IP-policy-(2020).docx
https://myuhi.sharepoint.com/:w:/r/sites/uni-cgo/Policies/Information%20Security%20policies/University%20Partnership%20IS%20Bring%20Your%20Own%20Device.docx?d=wd1f967c2529d49ce969fd47e6381eeb5&csf=1&web=1&e=njCBDa
https://myuhi.sharepoint.com/:w:/r/sites/uni-cgo/_layouts/15/Doc.aspx?sourcedoc=%7BEE2F8164-142A-4854-9EDB-12804E99E22E%7D&file=University%20Partnership%20Information%20Security%20Policy.docx&action=default&mobileredirect=true
https://www.legislation.gov.uk/ukpga/2018/12/contents
https://myuhi.sharepoint.com/:w:/r/sites/uni-cgo/_layouts/15/Doc.aspx?sourcedoc=%7B4B48AC13-5F5C-4040-9C53-F39CC445ACB4%7D&file=University%20Records%20Management%20policy.docx&action=default&mobileredirect=true
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/uhi-principles-on-the-use-of-generative-ai-tools.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/staff-gai-guidance.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/student-gai-guidance.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/staff-gai-guidance.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/staff-gai-guidance.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/staff-gai-guidance.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/student-gai-guidance.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/uhi-principles-on-the-use-of-generative-ai-tools.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/uhi-principles-on-the-use-of-generative-ai-tools.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/uhi-principles-on-the-use-of-generative-ai-tools.pdf
https://www.uhi.ac.uk/en/lis/ict-policies/
https://www.uhi.ac.uk/en/lis/ict-policies/
https://www.uhi.ac.uk/en/research-enterprise/res-policies/
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teaching staff and learning and teaching support staff. Any use of GAI for non-
learning and teaching professional services staff will be regulated in a separate
policy. In the interim, professional services staff should adhere to the terms of this
policy, such as not using GAI for UHI records or personal data. Please see the
section “Learning and Teaching Staff use of GAI” below for the full list of restrictions.

Copyright

UHI Inverness staff and students must comply with UHI's Copyright Policy. GAl
generated work may include unacknowledged or incorrectly cited and referenced
copyrighted or licensed work. Content generated by GAl tools must be verified
against reliable sources before using or sharing such information.

GAI referencing
UHI Inverness staff and students must reference their use of GAIl tools as follows.

Note: SQA position of using GAI for assessment tasks that contribute towards an SQA
qualification with them stating that ‘Learners cannot submit Al outputs as their own
work’ and ‘Al cannot be referenced as a source’ more information can be found
here Generative artificial intelligence (Al) in assessments - SQA.

1. UHI Inverness staff and student use of GAI to help inform work, research
etc., but not directly quoted or paraphrased in such work. For every GAl
tool used:

list the tool name and version;

list the name of the company that owns the GAl tool;

list the tool URL;

state how you use the GAI tool;

state if you or someone else wrote the prompt(s) (if someone else,

provide their details);

f. provide the date you used the GAl tool and

g. state how the GAl answers helped you with your work.

© Qo0 oo

Example: ChatGPT-3.5, OpenAl, OpenAl, | needed inspiration when creating a
training session for staff on how to use Generative Artificial Tools, including
ideas for poem and story examples. | wrote the prompt. Date used 06.12.23.
Using ChatGPT helped give me suggestions in using GAl tools in giving
inspirational hints and tips that helped frame my training sessions.


https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/copyright-policy.pdf
https://www.sqa.org.uk/sqa/107507.html
https://openai.com/
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2. UHI Inverness staff and student use of GAI content (paraphrase, directly
quote from or input GAI generated content into your work, course work or
assessment). Clearly cite and reference such content as personal
communication using the appropriate UHI referencing system.

Example using Cite Them Right, Harvard.

Name of Al (Year of communication) Medium of communication Receiver of
communication, Day/month of communication.

‘In-text citation

When prompted by the author, ChatGPT responded with a ‘definition of
academic integrity’ (OpenAl ChatGPT, 2023). A copy of this response is in
Appendix 1.

Reference list

OpenAl ChatGPT (2023) ChatGPT response to John Stephens, 2 April

Generated Al tools’ terms, conditions, and privacy policies

UHI Inverness staff and students must:
e read, understand, and accept the terms, conditions, and privacy policies of
GAl tools before using them; and
e know how to control cookies and trackers that GAl sites place on their
devices as explained on UHI’s External web site disclaimer.

Accounts and passwords

UHI has approved several GAl tools that require you to sign up with an email address
and create a password.

e For study and work purposes, (where an email address is required) use your
UHI email address to sign up. Do not use your university password to log in
to any external account.

e You must use a strong, unique password, that is only used to access that
tool and no other system. The password must comply with UHI policy -
strong password information.

e GAl accounts created using UHI email addresses may not be used for
personal or matters unrelated to UHI.



https://mahara.uhi.ac.uk/view/view.php?id=58123
https://www.uhi.ac.uk/en/lis/security/keeping-your-password-secure/
https://www.uhi.ac.uk/en/lis/security/keeping-your-password-secure/
https://www.uhi.ac.uk/en/lis/security/keeping-your-password-secure/
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Student use of generative Al (GAl)

You will be informed by your tutor/lecturer if and how you may use GAl for your studies
and assessed work. Note:

Please refer to your awarding body guidelines of use of GAI tool in your studies,
with this information normally found in your handbook, e.g. SQA qualifications.

e If you have not been told anything about the use of GAI, then its use is not
permitted.

e If you have not been given information on, and do not understand, the
ethical use of GAI, you may not use it.

e |If you are not certain if you may use it, check with your tutor/lecturer first.

You must not submit content created by GAIl as your own work, this is plagiarism.

You may not use GAl to alter, paraphrase or edit content that has been written by
someone else. For example, you may not input content from a journal or book into a
paraphrasing tool and submit the generated content as your own work.

You must acknowledge that you have used GAIl in your submitted course work and/or
assessments as follows:

1. If you use GAI to help you with your course work or assessment but did not
submit anything created by GAl in your submission, for every GAl tool you
used you must follow the instructions in the Referencing section, point 1
above.

2. If you paraphrase, directly quote from or input GAI generated content into your
course work or assessment, you must follow the instructions in the
Referencing section, point 2 above.

Your tutor/lecturer may also ask you to provide a list of your prompts, the GAl
responses, and the details in point 1 above, as an appendix to your assessed work.
Make sure you keep detailed records each time you use GAI for course work or
assessed work.

You may not put any course materials or assessment questions into GAl tools.

If you use material created by GAI in work you submit for assessment and do not
acknowledge this or (where appropriate) cite and reference it correctly as described
in the Referencing section above, this is plagiarism as you will be using work that
you did not create yourself. This is a form of academic misconduct.
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If you are in any doubt, or have questions regarding this policy, you must contact your
tutor/lecturer or Personal Academic Tutor (PAT) prior to using GAL.

Staff use of generative Al (GAl)

UHI Inverness staff must comply with UHI's Generative Al Policy and UHI's Acceptable
Use Policy. Researchers must comply with UHI's Research Policy and Ethics. Any use
of GAIl for non-learning and teaching professional services staff will be regulated in a
separate policy. In the interim, professional services staff should adhere to the terms
of this policy.

UHI Inverness staff may only use approved staff GAl tools list for work purposes.
These are also listed on the Artificial intelligence (staff access) of the Staff Resources
index (staff access).

For work purposes, UHI Inverness staff may not sign in to any GAI tool using a
Facebook or Google account. UHI Inverness staff must sign in using their UHI email
and password unique to that service and may not sign up to any GAl tools that have
not been approved.

All use of GAI must be acknowledged as specified in the Referencing section above.

Note: be aware that any content that UHI Inverness staff curate, create or produce
using GAI will potentially make that same content (in 'as is' or further amended form)
available to other users of GAI. This requires careful consideration of the appropriate
point at which the refinement of content to create a specific resource is to be taken
forward without any further use of GAl.

UHI Inverness staff may not use GAIl generated content or resources in unreviewed
and/or unrefined form (that is, in the form originally generated by GAl) for learning and
teaching purposes, unless their review of that content has confirmed it can be used ‘as
is.” Such content must be acknowledged as specified in the Referencing section above.

UHI Inverness staff may not disseminate or submit for publication in any form
(including blogging, short articles, journal papers, book chapters) any written scholarly
or research publications that have been generated by GAI. While GAI generated
content can inform research and scholarship, the published work of staff must be
original and the direct result of their own individual or collaborative writing (not
withstanding normal academic conventions of referencing and citing other sources).

The following may not be included as GAIl prompts or partial prompts or input into any


https://www.uhi.ac.uk/en/lis/ict-policies/
https://www.uhi.ac.uk/en/lis/ict-policies/
https://www.uhi.ac.uk/en/research-enterprise/res-policies/
https://myuhi.sharepoint.com/:x:/r/sites/uni-lta-12/_layouts/15/Doc.aspx?sourcedoc=%7B6DCDC41C-1EBD-4B65-B367-ED2DFD57EC71%7D&file=UHI%20approved%20GAI%20tools.xlsx&action=default&mobileredirect=true
https://myuhi.sharepoint.com/sites/uhi-tsr/SitePages/Artificial-intelligence.aspx
https://myuhi.sharepoint.com/sites/uhi-tsr
https://myuhi.sharepoint.com/sites/uhi-tsr
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chatbot:

1. UHI and UHI Partnership records.

Personal data.

Sensitive or confidential information about UHI, the UHI Partnership,
students, clients, or colleagues.

Student work.

Commercially sensitive information.

Research proposals.

Research data. Research data analysis should be conducted using
dedicated data analysis applications.

Material copyrighted by third parties.

9. Items listed in the policy guidance.

w N

No ok

o

This is not an exhaustive list, for more information, and what constitutes a learning
and teaching record, consult the policy guidance.

GAlI tools may not be used to transcribe interviews and meetings. Recording and
transcribing must comply with UH!I’s recording policy and instructions.

Use of GAl with students

UHI Inverness staff will determine student use of UHI approved GAl tools for
students in their units or modules. Note: if it is decided that GAl may not be used for
assessment, then use of authentic assessment is recommended.

Students must be informed if and how they can use UHI approved GAI tools for
students at induction, in unit, module and programme related information, (including
programme handbooks) as appropriate, and (where appropriate) in UHI’'s Virtual
Learning Environment. Students must be directed to this policy, the Student guidance
on the use of Generative Al and UHI's External website disclaimer. UHI Inverness
staff should familiarise themselves with the information in the Student guidance on
the use of Generative Al.

If use of GAl is permitted for assessed work:

1. UHI Inverness staff should decide if they wish to see evidence of how
students used GAI. For example, students may be asked to provide all
prompts and answers to each prompt in an appendix to their submitted work.

2. As required for all assessments, the appropriate coversheet
containing the GAI statement must be used:


https://myuhi.sharepoint.com/sites/uhi-tsr/SitePages/Video%20conferencing.aspx
https://myuhi.sharepoint.com/:x:/r/sites/uni-lta-13/Shared%20Documents/Guidance/UHI%20approved%20GAI%20tools%20for%20students.xlsx?d=w13514c37bd244c7f936e1602c420d3c6&csf=1&web=1&e=BmAaIW
https://myuhi.sharepoint.com/:x:/r/sites/uni-lta-13/Shared%20Documents/Guidance/UHI%20approved%20GAI%20tools%20for%20students.xlsx?d=w13514c37bd244c7f936e1602c420d3c6&csf=1&web=1&e=BmAaIW
https://myuhi.sharepoint.com/:x:/r/sites/uni-lta-13/Shared%20Documents/Guidance/UHI%20approved%20GAI%20tools%20for%20students.xlsx?d=w13514c37bd244c7f936e1602c420d3c6&csf=1&web=1&e=BmAaIW
https://myuhi.sharepoint.com/:x:/r/sites/uni-lta-13/Shared%20Documents/Guidance/UHI%20approved%20GAI%20tools%20for%20students.xlsx?d=w13514c37bd244c7f936e1602c420d3c6&csf=1&web=1&e=BmAaIW
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/student-gai-guidance.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/student-gai-guidance.pdf
https://mahara.uhi.ac.uk/view/view.php?id=58123
https://mahara.uhi.ac.uk/view/view.php?id=58123
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/student-gai-guidance.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/student-gai-guidance.pdf
https://www.uhi.ac.uk/en/t4-media/one-web/university/about-uhi/governance/policies-and-regulations/policies/generative-ai/student-gai-guidance.pdf
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a. Assessment coversheet SQA.
b. Assessment cover sheet undergraduate.
c. Assessment cover sheet postgraduate.

To ensure compliance with legislation and fulfil their duty of care, UHI Inverness staff
may only ask students to use approved GAI tools for teaching and research,
providing students have attained the minimum age for the use of the technology.
Students must be directed to the relevant privacy notice and terms and conditions
prior to use.

UHI Inverness staff may not:

e request or require their students to sign up for non-approved GAIl accounts in
the context of their programme of studies or associated learning, teaching,
assessment, or research activities; or

e suggest that students create non-approved GAI accounts to support their
university work; or

e require students to use GAl tools if they have not attained the minimum age
specified in the terms and conditions of use.

Use of GAI detectors

Due to the flaws of GAI detectors, such as generating false negatives and positives,
their bias, and the failure to provide supporting evidence, coupled with the speed of
the development of GAI tools, UHI is not using a GAI detector. UHI Inverness staff
may not submit student work to any Al detector.

11.  Version control and change history

Version Date Endorsed by Amendments Author

0 05/03/24 |QAEC N/A Andy Brown

0.1 20/08/24 |PPRP Changes to apply to UHI  |Martin Robinson
Inverness such as Fiona
appropriate leadership McConnell

0.2 03/03/25 |PPRP Updated Review Date and QO
responsibilities



https://myuhi.sharepoint.com/:w:/r/sites/uhi-tsr/Documents/FINAL%20SQA%20Assessment%20cover%20sheet.docx?d=waa86a57743d842bc83cbff7223789183&csf=1&web=1&e=7pypne
https://myuhi.sharepoint.com/:w:/r/sites/uhi-tsr/Documents/Example_assessment_cover_sheet_ug.docx?d=w245863ff874d4bf8aa30e078277359f5&csf=1&web=1&e=Dl64KA
https://myuhi.sharepoint.com/:w:/r/sites/uhi-tsr/Documents/Example_assessment_cover_sheet_pg.docx?d=w79b43cf84007496891253e7eb4f82f8d&csf=1&web=1&e=pdPziv
https://myuhi.sharepoint.com/:x:/r/sites/uni-lta-13/Shared%20Documents/Guidance/UHI%20approved%20GAI%20tools%20for%20students.xlsx?d=w13514c37bd244c7f936e1602c420d3c6&csf=1&web=1&e=BmAaIW
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